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: OWNER CONTROL CENTER (LEVEL 4/ 3.5) . YAG! 13 DBI, LTE 7 DBI, GPS : GAS CONTROL :
- -
RECEIVING PIPELINE OPERATOR PE 1
- SCADA HOST HISTORIAN / SIEM JUMP HOST (OT DMZ) E : c G © OR SCOPE) 1
-
= DNP3 MASTER (SAv5) SYSLOG TLS, SNMPv3 MFA, SESSION RECORDING : . 1
. GAS CONTROL HMI EVENT ARGHIVE TIME-LIMITED AGCESS : CELLULAR CARRIER OWNER 900 MHZ MASTER SATELLITE (OPTION B) e
= H PRIVATE APN, STATIC IP 15 Ml ASSUMED (HOLD) LEO PREFERRED |
: | | : e
. . I 1 RTU AT TAP (220, 257) 1
. VPN HEAD-END / FIREWALL (IPSEC) e o —— . | ' SCOPE, POINT LIST HOLD H-14 1
: N I - i !
: : ., o le———— - r-+ | ]
Hllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll I I_ . ' I l
IS VPN (PRIMARY) OWNER WAN BACKHAUL (SECONDARY) i | e e ittt
— e — — — | QVNER WAN BACKHAUL (SECONDARY)! . |
------------------------- -~ : I CABLES ( SCOPE)
| + ''''''''''''''''''''''''''' I | I
T 1
B-102 CONTROL AND ELECTRICAL BUILDING (215, 25), OUTSIDE CLASSIFIED AREAS | | F-—-—-— | JB-WO01 DEMARCATION (214, 197.5)
— | ———— p—e—— i — e — - —- T - — = === —-——-—-— — - — - — - | ISOLATED RS-485 REPEATERS, INTERPOSING RELAYS,
B-101 ANALYZER SHELTER | . | . LOOP ISOLATORS; OWNER / TERMINAL ROWS
AT-141 GC (MODBUS TCP) : CP-102C FQI-110 Sw-102C | - CR-102 RD-102 SAT-102 GPS-102 [l __ HS-215, XS-WIL1 TO XS-WIL5, PT-172R, FQI-110R
AT-142 H20, AT-143 H2S, AT-144 02 T DUAL-RUN FLOW COMPUTER — MEAS. SWITCH . I LTE ROUTER 900 MHZ RADIO SAT. TERMINAL GNSS NTP N
(4-20 MA TO RTU VIA JB-140) ' AGA8/AGA9, API 21.1 I : DUAL SIM, VPN OPTION A OPTION B TIME SERVER N .
GD-205 / GD-206 (SIS VIA JB-1408S) | SEALABLE PANEL : | . : I
MEDIA CONVERTERS MC-102 | USM RS-485 + PULSE, GC TCP I | [ — | Wk
SDV-141 SAMPLE SHUTOFF . c2 ' . : A
— | | FW-102 FIREWALL SW-102D | E CP-150 BMS-150 AT H-101 (216, 131)
: T | : DEFAULT DENY, IPSEC DMZ SWITCH NTP TO ALL 1! I FLAME SAFEGUARD, SSOV XV-150A/B/C, BE-153A/B
I | . I ZONES B —:g— - LSL-154, TSHH-155, PSL/PSH-164 (LOCAL WIRING)
: I | . B MODBUS RTU TO RTU + XA/XL-150, HS-150P, HS-150T
ey ||| ZONE 2 MEASUREMENT | ' | ZONE 3 TELECOM DMZ (TR-102Y . 51--{:---
e | N e ] : : RS-485: RTU-WIL, FQI-110S1, BMS-150S. HARDWIRED: SIS
FIBRE FO-06MM: 2 STRANDS MEAS. VLAN | . o HRE : . : . :
TO SW-102C, 2 CONTROL LAN TO . CP-102B SAFETY PLC (SIS) [ CP-102A BPCS RTU/PLC SW-102A N H : (XS-WIL1/2, HS-215, HS-150T), RTU (XS-WIL3/4/5, AO, XA/XL)
SW-102A, 2 SPARE | SIL 3 CERTIFIED LOGIC SOLVER, SOE 1 MS ‘1 ¢o| DNP3 OUTSTATION (SAv5) TO SCADA ] CONTROL SWITCH w | HEE
i SIF-01 OPSS, SIF-02 TO SIF-04, STATION ESD, F&G l | FIC-131/ PIC-134, TIC-135 / TIC-152, LIC-104, QS| " : ¥
KEY SWITCHES: RUN/PROGRAM, HS-200 RESET, HS-200B BYPASS co MODBUS MASTER: SIS (RO), FQI-110, BMS, UPS | R
: MODBUS TCP SERVER, WRITES DISABLED I MODBUS RTU SLAVE TO (RTU-WIL) | Ifl: : I VO COUNT SUMMARY ( INS-LST-002, 20 % SPARE)
| SIL-RATED I/O: SEE TABLE | : | LOCAL HMI (CTRL_LOC REMOTE / LOCAL) UPS 24 VDC | i1i sys TYPE USED REQ'D CARDS CH
| YELLOW TERMINALS, SEGREGATED CABLES Lo /O CARDS: SEE TABLE | _L___sravronomyee) | [ : i RTU Al 23 8 5 32
- [ S I B | HE T AO 6 8 1 8
| | : I I. : i RTU DI 65 78 3 9
i e T T [ | AL DO 15 18 2 32
. r g, —_—m— Il L RTU PI 1 2 1 8
: S By | IR 1 1] SER 2 3 1 4
| zone 20 518 | '3 zonEziTONTROD i A 2 : . o
SIS DI 30 36 3 48
SIS DO 14 17 3 24
FC Al 4 5 1 12
24 VDC UPS DISTRIBUTION: SEPARATE FUSED CIRCUITS TO CP-102A, CP-102B, CP-102C, TR-102 (ELE ONE-LINE) FC PI 4 5 2 8
ALL WAN EQUIPMENT, SWITCHES AND GPS ON UPS; GC OVEN HEATERS NOT ON UPS (BASIS 9.8) Eg ggﬂ ; i 1 :
NO ROUTED PATH BETWEEN Z0 AND ANY OTHER ZONE; NO REMOTE WRITE TO SIS, BMS OR FQI-110 CUSTODY CONFIG. EC ETH 1 5 1 5
BMS DI 11 14 2 24
BMS DO 4 5 1 8
I LEGEND
FIELD JUNCTION BOXES AND DIRECT HOMERUNS (LEVEL 1/0), LOCATIONS PER INS-DWG-003 ETHERNET (COPPER, IN BUILDING)
FIBRE OPTIC FO-06MM
— ——— RS-485 MODBUS RTU (ISOLATED)
[ I ] [ I I I I e HARDWIRED DISCRETE / ANALOG
JB-110M JB-101S JB-130S JB-140S DIRECT TO CP-102B JB-101 JB-110 JB-130 JB-140 JB-150 JB-170 FIELD MULTICORE HOMERUN
(86, 86) (77,31) (180, 82) (116, 112) HS-201 TO HS-204 ESD PB (74, 31) (80, 86) (148, 81) (113, 112) (172,131) (220, 82) — -— - RF/ANTENNA FEEDER
GD-207, BE-213, XS-212 ——
XY-214A-D, HS-215 (VIA JB-W01) IPSEC VPN OVER WAN
JB-110M SEALABLE (CUSTODY) MULTICORE HOMERUNS MP-xxP16 / MC-xxC14 (CABLE SCHEDULE IN LST-002 / CABLE_TAKEOFF.CSV) - =, |EC 62443 SECURITY ZONE
e SCOPE (INTERFACE ONLY)
[——1 sis EQUIPMENT (YELLOW)
NOTES / REFERENCES REVISIONS ENGINEER OF RECORD SEAL PROJECT CONTROL AND NETWORK ARCHITECTURE
1. PROTOCOLS, FAILOVER, POINT LIST AND CYBERSECURITY PER INS-RPT-002. REV DATE  DESCRIPTION BY CHKAPP | yTTTTTTTTTTTTTS SCADA. SIS, TELECOM VE

2.C1 8IS TO RTU READ-ONLY MODBUS TCP; C2 FQI-110 TO RTU; C3 RTU ZONE TO DMZ VIA FW-102.
3. SECONDARY PATH: 900 MHZ RADIO (OPT A) OR SATELLITE (OPT B), HOLD RADIO PATH SURVEY.
4. INTERFACE SERIAL AND HARDWIRED ONLY THROUGH JB-WO01; POINT LIST HOLD H-14.
5. HARDWIRED OPSS, ESD AND HS-215 DO NOT DEPEND ON ANY NETWORK OR SCADA PATH.

6. 1/0 COUNTS PER THE I/O LIST INS-LST-002.
REF: INS-RPT-001, RPT-002, LST-002, DWG-003
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